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When Sensitive Consumer

Data is Compromised, First-Party
Liability Spirals; ACE USA Provides
Strategic Tips to Help Safeguard
Data Integrity, Minimize Loss & Curb
Liability

07.14.05,4:54 PM ET

Highly publicized incidents involving the loss and theft of sensitive
consumer data have brought identity theft and the potential for related
liability to the forefront. The statistics are alarming: approximately every ©nd ad

ten seconds identity theft claims another American victim, with an Make Forbes.com My Home
estimated 3.2 million affected each year. Responding to constituent Page

concems, lawmakers continue to raise the regulatory bar for

organizations that compile, store, archive and process sensitive Free Trial Issue of Forbes

consumer and business data. Five states have passed data breach
disclosure laws similar to the first such legislation passed by California
in 2003. At the state level, at least 50 consumer notification bills have
been introduced, and support is building for federal legislation.(1)

According to Brad Gow, Vice-PresidariACE.LISA Professional Risk,
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with care. Consumer backlash, negative publicity, class action suits,
significant fines and diminished investor confidence are likely to occur
regardiess of who is standing watch when sensitive data is
compromised,” said Mr. Gow.

According to Mr. Gow, best practices call for risk managers to
thoroughly examine the protections surrounding sensitive consumer
data at every stage of its lifecycle. Compiled by ACE Professional Risk
underwriters and claims experts, the recommendations that follow can

help minimize your organization's exposures and maintain data integrity.

Strategic Tactics for Ensuring Data Integrity, Minimizing Loss & Curbing
Liability:

— How frequently are independent assessments of the vendor's security
procedures and processes conducted? Regular assessments, and
subsequent action to correct deficiencies, indicate that the vendor is
serious about data security, as does implementation of ISO or other
voluntary data management standards.

— Once outside the company's security controls, data can be extremely
vuinerable. Encryption at the front end, before data is exported, is an
effective tactic, and has been proven to deter fraudulent data use.

— Demand that vendor candidates prove themselves capable of
protecting your organization's sensitive consumer data. Explore the
vendor's credentials, track record, and security standards and
processes.

— Ask questions: what controls and security processes does the vendor
have in place? Ask for, and thoroughly review, copies of network
security policies and procedures.

— Ask potential vendors to detail their formal records management
process. When working with vendors, have them issue status reports
and other documentation regularly. Don't wait until data is compromised
to request a paper trail.

— Does the vendor comply with legal and regulatory standards? Has the
vendor been sued, fined or cited for legal or regulatory shortcomings?

— Does the vendor run criminal background checks on its employees?
Data theft and tampering is not always the work of outsiders. A part-
time data processor or senior executive with database access can
compromise sensitive data as readily as the most skilled cyber hacker,
and with equally devastating consequences.

— Like all cargo, records, documents and back-up tapes are most
vulnerable while traveling from point A to point B. Ask potential shipping
vendors to detail the technologies (for example, barcodes or radio
frequency identification tags) used to continuously monitor access to
data and to track its location. What other loss control measures are in
place?

— Consider more than price. Remember, you get what you pay for.
When vendor pricing reflects a minimal investment in essential security
controls, the potential exposure for your organization could be
considerable. Penny pinching is not worth the risk.

— Does the vendor candidate carry an adequate amount in professional
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and cyber liability insurance coverages? Vendor candidates who don't
have adequate insurance clearly do not understand the potential
exposures involved in handling proprietary consumer data. Don't trust
them with yours.

Substantial fines, the cost of informing affected customers, damage to
your company's reputation, and declining consumer and investor
confidence are among the consequences when sensitive consumer
data is breached or compromised. Risk managers can rein in liability
before loss occurs through careful evaluation and assessment at the
vendor-selection stage, and throughout the lifespan of subsequent
vendor relationships.

ACE USA, the U.S.-based retail operating division of the ACE Group of
Companies, provides customized risk management solutions designed

to help businesses and organizations of every size address key network

security and consumer data exposures.

Through its comprehensive ACE Digital DNA(SM)
(Data*Network*Availability) network risk insurance program, ACE
covers* losses including:

— The cost of replacing, restoring, or recollecting data that has been
comrupted or destroyed due to a network security failure.

— Costs arising from a criminal extortion threat to release sensitive
information or bring down the insured’s network unless demands are
met, including extortion monies.

— Costs of complying with identity theft legislation, including customer
disclosure.

- Loss of income and extra expenses that result when the insured's
network is interrupted by attack. Covers criminal hackers, malicious
insiders, and distributed denial-of-service (DOS) computer attacks.

— Loss of income and extra expenses that result when key service
providers cause network interruption. Coverage includes co-location
companies, web-hosting companies, and outsourced e-commerce
providers.

* The information provided is for illustrative purposes only and does not
amend or alter in any way the terms, conditions, exclusions and
limitations of the policy delivered. Please consult the policy for exact
terms and conditions.

For additional information about first-party digital insurance and other
strategies and tactics for managing digital risk, please contact Brad
Gow, Vice President of ACE Professional Risk at (215) 640-1949 or
visit: www.ace-ina.com.

ACE USA is the U.S.-based retail operating division of The ACE Group
of Companies, headed by ACE Limited (NYSE:ACE), and is rated A
(Excellent) by A.M. Best Company and A+ (Strong) by Standard &
Poor's. ACE USA, through its underwriting companies, provides
insurance products and setvices throughout the U.S. Additional
information on ACE USA and its products and services can be found at
www.ace-ina.com. The ACE Group of Companies provides insurance
and reinsurance for a diverse group of clients around the worid.

(1) "Recent developments in data security law in the United States,” by
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